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YOUR DATA IS OUR BUSINESS

Controlling access to differant lavels of classified data has traditionally bean accomplishad through the use of isolated networks and stand-

alone machings, Such amchitectures, howeser, severely limit functionality, increase acquisition and overall life cycle costs, and substantially
increase footprint size, The answer is Cross Domaln Solutions that levesage Common Criters certified technodogies inte accredited multilevel
securlty (MLS) architectures, DYNAMIC SYSTEMS, Inc. has partnered with leading companles to provide complete, packaged security
salutions which bridge separate securty encleves to imprave network interoperability without increasing security risks or costs.

The Combinad Enterprise Regianal Informaticn Exchanga System
(CENTRIXS) is supported with innavative lechnologies for sacure
infarmalion sharing and collaboration. CENTRIXS 15 a sacura
wida area nelwark thal provides the LS. and mare than 30 caaltion
nations with capabilities for seleclively sharing intelligence and
oparalional informalion.  Key lechnelogies provided which ara
crucial to the succass of the CENTRIXS platlarm include

* Multilavel Thin Clent {MLTC)
+ Trusted Application Layer Interfacs [TALI
= Cross Enclave Saarch Tool (CEST)

These sams capabilifies have alsa besn fielded g5 part of the
Joint Cross Domain eXcharge (JCOX) platfzrm. Dymamic Systems
and Maxim Systems, Ine. provide systems engineering and program
managament suppart for this intelligence and target fracking
anvironment, which handles security &t the operating system level
significenily reducing sofiware cevelopment costs

Multilevel Thin Client (MLTC)

The MLTGC is a Sacrat and Below Interagarabililty [5ABI) accreditad
Trusled Solaris Ullra Thin Chent warkslalion capable al
displaying data frem multiple incependent nelworks al differert
classification levels, basad on tha clearance lavel of the user. Tha
small foolprint of hase larminals replacas fradilional standalana
PCs, praviously dedicaled 1o separale nelworks, and lower system
costs by more than 50% throwgh wse of a server centric architecture.
Al syslem mainteranca, softwara and access conlrol is handled
al tha sarver leval, which alsa increases sacwrily by lmating media
ramoval and slorage la a singla location. The MLTC allows sassion
mabdlity through Lhe use of “smarl cards’, including Coammon
Accass Cards, thal allows vsars o slarl & session. then mova
batwaan worksiations, inserling their card 1o bring up thair sama

secure nelwork conmections at a different bocation. More than 100
MLTC terminals were used as part of the US Joint Forces
Command (USJECOM) Combined Jainl Task Farce (GJTFEX) 04-
2-Dparation Blinding Slerm in Jung 2004, coardinaling
aperations belween US, British and other coalition farces,
comprising more Lhan 28000 parbcipanls. The MLTC deploymenl
includes Mawvy Command and Contral ships and Jainl Command
Cenlers. The system i5 alse now in wse al the US Army Jedrt
Oparalions Cenler in Alghanislan supporting Oparalicn Enduring
Freedom. Additanally the MLTC is currantly in tha process ol
altaining the Top Secrel and Below Interoperability (TSABI)
accredilalion.

Trusted Application Layer Interface (TALI)

The TALl enhances cross domain capabilities by allowing most
any network or Web-based application to work with & mulfilevel
secure Trusted Operating System (TOS) through integration of a
speciglized Java component. This sofiware 1echnology, which is
part of the Dynamic Systems, Ine. Trustec Data Sharing Solution®
(TDSS), allows proprietary and legacy applications previously
developed for sacure stendalone networks to share data in ways
never before possible. The TALI creates an interface fo a trusted
information broker permifiing applications te ‘inherit’ the security
functionality of an underlying TO5, even if the programs
themselves were notb writlen with security in mind, This capability
allows interagency, interstate and international coalition data
sharing critical 1o coordinaled efforts in modern war fighting and
efmergency response, The technology also has numeraus uses in
the commercial world for any industry that demands high system
and data inbegrity assurance, such as e-Commerce, Financial
Services, Healthcare and Communication Services

Combining Technologies and Capahilities

= All 2pplications mun fram back and sarvers &o thin clisnd
workstations consist only of 3 monitor, keyboard and mouss.
This resulls in space, welght, and power reduction, providing a
mgra manageable workspace

s System costs are reduced by more than 50% throwgh wse of @
SEMVEr CEMFIC architeciure.

= Ease of Certification and Accreditation. MLTC has been evalusted
and accredited throwgh the NSA SAB| panatration testing and is
the anly current SABI accradited muHilavel network solutian in
operation today. The ILS i5 currently being evaleated for EALT +
certification,

s Mandatory Access Controls ensure the secure separation of data
at aach classdication lewal.

= Constant preservation of the integrity of sensitive data without
restriction of the connectivity required to do busingss.

= Encourages productivity by providing simultaneous accessibility o
bath zecure and genaral-purpase networks from the sama
workstation for rapid 1ask perormance and data distribution.
MLTC provides concurrent access o both Microsolt Windows
pragrams and tracitional UKIX mission-critical zpplications
running at different classification levels,

= Allows hoi dask sessian mobility between thin cliants though the
use of ‘smart cards',

= Allaws the uza of All-source multilevel data feads on @ single box.

= Permits the use of tools and applications traditionally available on
only @ single secunity classification level, allowing greater
callzbaratian,

w Low-—»=High security level data upgrade and fransfer
capabilities.

= Despite tight condrolg, CENTRIXS technologies allow full
functionality and wser scalability, equivalent 1o a fraditional PC
anvironmant.

= Hardware rathar than software-based sacurily that, by 5 natwre,
cannot be hacked or compromised, This eliminates the possibility
of human error typically associated with configuration and means
that mo rule sets or filters need to be maintained, which
significanty lowers the cost and complexity of administration.

= Supports multiple profocols, thereby eliminating the need to write
specialized code to maintain data integrity and ensuring greater
flaxibilily far sysiem and netwaork integration.

» Incorporates Quality of Service content fiMeding features that
guarantes bandwidth allocation and regilience to denial-of-service
attacks.

w Ease of deploymant as it “clips on’ with standard commarcial off-
the-shelf equipment and connections, integrating with multipls
computer exchanges or thin chignts,



MLTC Customers

Dperational Sies
USS ML Whitney
U35 Blue Ridge

HO Pacific Command

Joint Operations Genter (JOC) Baghram, Afghanistan
U5 Army Tactical Support Vehicle (TSY) Ship

Test Sites
Deployable Joint Gommand and Gontrol (DJG2) Panama Gity, FL

Program Executive Office 1PE'%}|! Gommand, Control and
Communications - Tactical (C3T), FL. Monmoulh, B

Space and Naval Warlare Systems Center, San Diego (S5C-5D)
Wavy Research Lab, Charleston, MO

Future Deployment Sites
USE Cola

Jolnt Forca Fires Goordinator (JFFC), Ballistic Missile Defense
Operations Genter (BMD 0C), do Springs, GO

Cross Domain Solutions and the MLTC work with nearly any application or external system. Today, the MLTC has

been proven with the following:

Adobe Acrobat Reader

AMDWS

Apple QuickTime Movie and Audio Viewer
A are

Basic RealPlayer

C2ZPC client / Gateway / UTC {multi-user)
CITRIX MetaFrame XPs

GITRIX User Pack(s)

DCTS

DME

Exchanps Agent

Flash Player

GLES-MAAK

HP-0¥

INMAS

Ipswitch WE-FTP Pro

IS3E Guard

s

JOP

JHMS Management ¢ Planning / Spectrum
JOPES

JRE

JWICS

Latus Agent

Lotus Doming Server

Macromedia Shockwae

Microsoll Exchange Enterprise Edition (5p3 w/Hoilixes)
Microsoft Internet Explarers [IE)

Migrosofi Office XP Professional

Microsofl Windows 2000 Advanced Server
Microsofl Windaws 2000 CALs

Microzoft Windows Terminal Seavices

MIRG

Nelscape Communicator

HicoMak Windip

Open File Agent

PASS-K

Remote Agent

Sametime Ghal Client

Sametime Chal Server

EINET

ST

Symantec MAV for Exchange

Symantec Norton AntiVires Corporate Edition
THAAD

Veritas Backup Exec

Windows 2000 Advanced Server Service Pack
Windows 2000 Terminzl Services License Manager [T-CALs)
Windows Media Player

2IRCON-C

Cross Enclave Search Tool (CEST)

CEST lurther enhances cros: domain comauling by providing the
capability to allow search and refrieval of decuments and database
records across different networks and across Security levels.
Dasigned to wark like curran? Web-based search portals, CEST permits
US and coalition users access to data at or below their securily
claarance level. The system is capabla of providing racords at multiple
security levels and searches bocal shared folders, repositories, and
websites a5 well as Microsoit Exchange and Lotws Doming servers.
User authentication and data labeling is fightly controlled by a
multilevel sacure TOS, ensuring individuals only receive search resulis
they are authorized to view.

Joint Cross Domain eXchange (JCOX)

JCOX is a Global Command and Contral System-Maritime (GCCS-M)
compliant infelligence and tracking environmant for both ashose and
afload, fixed and modbile targets. The system is a near-real time, MLS
Sensitive Compartmenied Information (SCI) lewel, C4ISR tracking
ervironment that creatss muli-source intelligence réports detailing
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foreignforce activities and potential threats. Dynamic Systems provides
system engineering, software development, program management,and
mainténance services. JCDX has been installed at 22 land-based
intelligance centers in the US, UK, Bahrain, Japan, Australia, and the
Republic of Korea as well a5 on two afloat operational platforms. To
date, the company has trained more than 1,100 users and system
administraiors on the system,

Call the experts at
Dynamic Systems, Inc.
today to see how a
Sun Ray~ MLS Solution
can help secure your data.
(310) 337-4400.
www.DynamicSystemsinc.com

o Partner

BACOT [eynane Syalesa, nc. Dynasic Systama, and Fe Dynastic Spetams Logo are adamarks of regislansd iradamarks of Denamic Swiame. inc
SI00TMadm, Madm Systems and Trusted Data Shanng Soltion are tradesarks of regisiered tademarks of Manis Systems.
3007 Sun Microsvsisms, Inc. il sghis rezened. Sun. Sn Micosystems. and the Sun oo, are rademarss or regdsisesd tademarks of Sun Moosvwsteme. inc



